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F xecutive
summary

In 2025, cyber defense crossed a threshold. Attackers no longer need to break security controls;
they abuse them as designed. Identity systems, cloud sessions, and trusted integrations became
the primary intrusion path, while Al-driven automation collapsed the time between exposure

and exploitation from 32 days to just five. In 2026, security success will depend on how fast
organizations can revoke trust at machine speed, and not on prevention alone.

Three defining trends shaped this shift:

Coordinated Global Disruption Efforts

International law enforcement and regulatory bodies escalated coordinated operations
against cybercriminal infrastructure, disrupting botnets, marketplaces, and emerging
threat actors. While impactful, adversaries continued to adapt quickly.

The Emergence of Cyber Cartels

Cybercrime evolved from loosely affiliated services into consolidated, corporate-style
operations. Ransomware-as-a-Service matured into full-stack criminal enterprises with
defined roles, supply chains, customer support models, and performance incentives.

Al as an Operational Force Multiplier

Artificial intelligence moved from theoretical risk to practical weapon. Adversaries
integrated Al directly into reconnaissance, social engineering, malware development,
and exploitation workflows - dramatically increasing speed, scale, and success rates.
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In response to increasingly aggressive cybercriminal activity, global law enforcement moved beyond passive
defense to proactive disruption in the latter half of 2025, achieving historic outcomes:

& = %

Operation Eastwood Operation Endgame Operation Sentinel

(July 2025): (Nov 2025): (Dec 2025):

Neutralized NoName057(16), an Dismantled botnets and malware Interpol-led effort across Africa,
ideologically motivated DDoS group with  loaders like Rhadamanthys, impacting protecting emerging digital economies
gamified operations. millions of credentials. previously viewed as soft targets.

These interventions demonstrated that while attacks are increasingly professionalized and automated, threat
actors are not amorphous phantoms in shadowy lairs — they are real, fallible people who can be brought to
justice just like any offline criminal.

Among these trends, Al’s rapid evolution and adoption dominated the cyberthreat landscape conversation,
with its impact most visible across three operational areas:

Advanced Social Engineering Near-Instant Exploitation

Campaigns such as ClickFix and ConsentFix used Driven by Al-led scanning, exploit synthesis, and
Al-generated, highly localized lures that adapted automation, attackers have operationalized critical
language, branding, and context in real time, enabling flaws like React2Shell and Oracle EBS, and reduced
them to bypass traditional email and user-awareness time-to-exploit (TTE) from weeks to hours.
defenses.

Taken together, these trends reinforce four
Accelerated Malware Development unavoidable realities heading into 2026:

Generative Al reduced development friction 1. Time to respond is effectively zero.

for malware authors, enabling rapid iteration of 2. Identity is now the primary attack vector.

credential stealers and loaders such as XaXa and . . . .
3. Prevention-first security models are failing under

Predator. This lowered the barrier to entry while .
automation pressure.

increasing variant churn and evasion. ) .
g 4. Trust revocation speed, not prevention alone, has

become the defining defensive capability.

The CyOps ECHO Report

The findings in this report reflect the research of the CyOps Threat Intelligence team throughout 2025. Cynet’s
team of CyOps Threat Researchers monitor, document, and communicate directly with partners and security
teams on the most critical vulnerabilities and active threats observed in customer environments. Cynet partners
and customers can get access to proactive threat hunting, incident response, attack investigation, threat

intelligence reporting, and 24x7 remediation guidance and more.

www.cynet.com 4
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CyOps Insights:
Decoding the Adversary’s Playbook

In the era of industrialized exploitation, the traditional perimeter continues to evaporate, and threat actors
increasingly target identity systems and cloud integrations. As the window between vulnerability disclosure
and weaponization continues to shrink, our CyOps unit provides an elite, on-demand incident response service
designed to assist organizations during their most critical moments of compromise. This year’s investigative
findings pull back the curtain on these interventions, with use cases reflecting frontline realities.

Defining Response Measures

A\ N

Event Alert Incident

Any observable occurrence within a A notification triggered by a specific A confirmed violation, or an imminent

network, system, or application, neither event (or group of events) that deviates threat of violation of policies and

inherently good nor bad but state from an established baseline or practices. This is a “validated threat,

changes. Events are the “haystack” in matches a known-malicious pattern. transitioning from suspicious signal

which we hunt. This signal represents a hypothesis of a to confirmed security event posing
threat requiring analyst validation significant risk, shifting focus into

Incident Response processes.

MDR/XDR focuses on prevention and rapid containment, detecting initial access, or lateral movement activities.
Therefore, most responses being handled are contained at the initial stages where the attack does not evolve
into a full compromise. However, within our Incident Response support service, when organizations are reaching
out postmortem, we can decode the full attack path, often making investigative outcomes such as attribution
possible.

These insights are then derived from both the investigative activities, where our researchers work directly with
the victims to deconstruct the chaos and neutralize active threats. This report uncovers what they found.

www.cynet.com
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USE CASE:

Akira Skips Encryption in “Extortion Only”
Attack Attempt

A real estate development company was targeted by ransomware group Akira, where the threat actors were a
part of a broader data exfiltration and ransom campaign, now skipping the encryption and going straight to data
theft. This case highlights continued rise in “extortion only” based ransomware attacks, where data exfiltration is
quicker and just as valuable as a disruptive widespread encryption event.

(0)| Unauthorized RDP access to two Hyper-V hosts- connection traced back to SonicWall SSL-VPN
connection, leveraging a compromised administrative developer account.

02 RDP connection by compromised account to Domain Controller

a. FileZilla,a known FTP client used in data exfiltration to transfer files, is dropped on the system

b. Creation of WinRAR, a file compression utility is used to package and compress data prior to
exfiltration to evade detection

c. Attempt on exfiltration

03 Threat actor RDP’s and deploys multiple files and created several unauthorized virtual machines on
the Hyper-V server, which also contains the domain controller host.

04 Later threat actor attempts to run PowerShell commands such as Ipconfig and ping to check on
activity of other machines, then unsuccessfully attempted to create suspicious files on the host in
C:\ProgramData, likely for persistence, blocked by deployed Cynet agent.

USE CASE:

Airline Faces Inc Ransomware Group

An airline experienced a ransomware attack attributed to the Inc ransomware group, reaching out the
CyOps IR team for investigation support, including quick deployment of Cynet agents for containment and
monitoring. This use case highlights the incident response process that does not just focus on business
restoration but the necessary containment and monitoring benefits of MDR during an active attack. The
organization was attacked and able to recover from backups, however the attacker’s attempts persisted,
showing that recovery does not always equal threat actor eviction, and why MDR capabilities are non-
negotiable for critical industries and high-profile organizations.

(0)| Organization experiences ransomware attack and restores affected machines from backup, then
reaching out to CyOps IR where agents were quickly deployed for monitoring during the investigation.

a. ldentified anomalous outbound connection to suspicious IP marked as the first indication of initial
access, also marking concerns around network integrity

www.cynet.com 6
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02 5 days later, threat actor returns in pre-ransomware activities.

a. Threatactor attempts to initiate SSH connection to external IP via port 443 (SSH’s standard port is 22)

b. Threat actor made multiple attempts to execute the Inc ransomware payload, both via SMB and
through interactive RDP sessions. Cynet blocked encryption attempts.

c. Threat actor attempts multiple times to configure the system to boot into safe mode with networking,
but was detected and blocked.

d. Threatactor also attempts to disable Cynet agent, detected and blocked by anti-tampering mechanisms
e. Threat actor pivots to another host and attempts again to create a ransomware not on a shared

folder remotely over SMB connection, also later attempting to disable Cynet agent on this host. Cynet
blocked these additional attempts.

03 A month later, via a Citrix remote session, (unknown) threat actor is detected and fails at attempting
enumeration of “Domain Admins” group on host and Active Directory enumeration attempts. Organization
continues to work through recommendations for environmental and identity hardening.

Living off the Land After Exploiting FortiGate Firewall

A retail organization was targeted in what appeared to be a pre-ransomware intrusion, based on the
observed techniques, tactics, and procedures. The attackers relied on traditional living-off-the-land tools
and network enumeration to evade detection and move laterally toward their objective. While many of
these activities were quickly detected and blocked, the incident reinforces that adversaries continue to use
even low-complexity, well-established techniques to maintain persistence and reduce operational noise,
particularly in environments with limited monitoring,.

(0} Threat actor gains access via exploiting unpatched Fortigate Firewall.
02 Threat actor blocked on attempt to enumerate “domain admins” user group via RDP connection.

03 Threat actor then attempts to modify registry keys; intending to set the registry value
“UserAuthentication” data to O, where if successful, sets RDP connection to allow remote user
interaction with the Windows sign-in screen prior to authentication.

a. Onthis same host, threat actor fails in attempt to drop files for persistence

04 Lastly, threat actor attempts to execute commands to add user “admin$” to local user group, and run
commands via WMI to enable Restricted Admin mode in Windows

MSPs require both MDR for velocity, and IR for finality of
I coordinated support and regulatory and reputational armor.

www.cynet.com
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USE CASE:
Microsoft Teams Social-Engineering Attack

A manufacturing company is hit with social engineering attack through a seemingly safe vector, Microsoft Teams.
An employee was deceived into granting remote access during a Teams call, enabling the attacker to execute
malicious command on the endpoint. From there the attacker established persistence and began enumerating
the environment. This year had a primary shift away from complex exploits toward “identity-bending” social
engineering and abuse of legitimate collaboration features, often masked as “support desk” ruses or “fake billing
alert” invites. While quick containment and network isolation occurred, this incident highlighted a popular social
engineering campaign in 2025 involving Teams as a valuable playing ground for initial access.

(0)| An employee is contacted by an external scammer through Microsoft Teams. During the call, the
user granted remote control, allowing the attacker to interact with the system.

= QuickAssist program was executed for remote control.

02 Enumeration commands were then executed, followed by a PowerShell command that downloaded
content from external address, initiating attacker’s remote execution capability.

= Webshellis dropped

02 Within the webshell, numerous commands that allowed task creation and deletion were executed.

Additional commands included attempting to drop a reverse shell, and checking for existing tools
such as AV, with continued reconnaissance activities.

www.cynet.com
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The 2025 Anatomy of an Attack

The Foothold

This phase remains heavily focused on sophisticated social engineering and imeediate exploitation of

high-value and edge systems.

Social Engineering
= ClickFix

= Surging over 500% in 2025, tricking users into copying
and pasting malicous PowerShell command sinto their
terminals under guise of “fixing” browser issues

Fake CAPTCHA

= Victims often receive a phishing email with a link that
redirect to a subdomain that present a “I'm not a robot
verification page, that when clicked, the site copies a
malicious command to user’s clipboard and coerced
execution of verification steps to open Run diablog
and paste the malcious code from teh clipboard

= Final impact: deployment of malware such as RATs or
other tooling

”»

The Expansion

“Email Bombing” & Vishing

= Attackers overwhelm targets with bulk emails, then
call via MS Teams to trick them into granting remote
screen control

Vulnerability Exploitation
= VPN and Edge Appliances
= SonicWall VPNs
= Palo Alto PAN-OS
= Ivanti Connect Secure
= Publicly Exposed Management Interfaces

Supply Chain Attacks
= Malicious package managers

= npm and NuGet (inject browser-based malware and
“logic bombs”

Once a foothold is achieved, adversaries focused on staying hidden and moving laterally through the

enviornment using legitimate administrative tools.

Living Off the Land (LotL) & Evasion

Remote Monitoring and Management (RMM)
abuse

= Continued LotL technique where legitimate, non-
malicious software carry out malicious actions

= Most commonly abused by attackers from incident
responses in 2025

= MeshAgent

- DWAgent

= TeamViewer

= AnyDesk

= ScreenConnect
= RustDesk

= Atera

The Objective

EDR Evasion Tooling

= EDR Freeze - technique used to suspend EDR and AV
tools by exploiting legitimate Windows Error Reporting
components

» Credential Harvesting

Infostealers
= Lumma
= Rhadamanthys
= AmosStealer

Esxi server targeting

= Threat actors continue to pivot to and target esxi
assets with high privelage credentials

End game phase for 2025 sees a pivot toward novel extortion tactics and abandonment of encryption in cases.

Extortion Trends Pure Extortion Al Training Threats
= Double Extortion = Abandonment of encryption and = Introduction of threatening to
- Data Exfiltration prior to focus solely on data theft feed stolen data into Al training
encryption datasets

www.cynet.com
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2025: The Year of Zero Day Response

2025 was defined by chaotic developments that moved at light speed, forcing malicious actors and defenders
to modernize, consolidate, and up-level their tactics. As international law enforcement agencies achieved

historic victories in dismantling criminal infrastructure, threat actors responded by abandoning the “lone wolf”

or fragmented RaaS models in favor of massive, resource-sharing Cyber Cartels. This structural shift, combined
with the rise of credential theft and session hijack (Infostealers) and the Weaponization of Technical Debt, has
created a landscape where the perimeter is no longer a firewall, but an identity.

The evolving threat landscape allowed bad actors to diversify their attack tactic repertoire. In place of noisy,
brute-force intrusion methods, some threat actors shifted toward quieter, permission-based abuse of trusted
systems, without fully abandoning traditional techniques such as credential stuffing and password spraying. The
year opened with large-scale data exposure tied to legacy VPN infrastructure (FortiGate), and closed with highly
sophisticated, cloud-native attacks (ConsentFix). This progression reflects an expanding attack surface where
identity, session trust, and user interaction are now primary leverage points.

We saw this blend of legacy and innovative attack techniques play out in the following instances in 2025:

I

TN
ConsentFix ClickFix Legacy VPN Exposure
A cloud-native attack technique that An Al-enabled social engineering (Forthate)
hijacks Azure CLI authentication flows, campaign that uses hyper-realistic fake Mass leakage of credentials from
allowing adversaries to abuse legitimate CAPTCHA prompts to trick users into perimeter-based VPN systems,
OAuth permissions and persist without executing malicious actions, effectively demonstrating that while attackers are
deploying malware or exploiting bypassing traditional phishing awareness innovating, opportunistic exploitation of
vulnerabilities. training. outdated infrastructure remains active and
effective.

Regardless of techniques employed, the window between vulnerability disclosure and active exploitation has
effectively collapsed from an average of 32 days to just 5. This reflects a fundamental shift toward “industrialized
exploitation,” where the integration of Al-driven automation and commercialized zero-day markets allows
adversaries to weaponize vulnerabilities within hours of discovery. In 2026, organizations can no longer rely on
periodic password rotations or delayed remediation cycles as meaningful risk controls.

Success will require Zero-Day Response operating models: security programs designed to assume immediate
exploitation and respond in real time. This includes the automated invalidation of all active cloud session
tokens, credentials, and privileged access paths when anomalous behavior is detected, rather than after
forensic confirmation.

Equally critical, detection and response capabilities must extend beyond traditional endpoint and network
controls. Research firm Omdia valued the MDR market as a $10.3 billion global opportunity growing at 16% YoY
in 2025 . This type of demand highlights the reality of modern attacks today traverse identity systems, cloud
workloads, SaaS platforms, APIs, and third-party integrations.

2025 has made one point clear: defending against near-instant exploitation demands holistic attack surface
visibility and coordinated response across identity, endpoint, cloud, and application layers executed as a single,
automated control plane.

www.cynet.com 10
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RANSOMWARE LANDSCAPE:

The Rise of the Cartel
Day Response

This year, the ransomware ecosystem shifted from fragmented
competition to a consolidated cartel model. Sustained law-
enforcement pressure and the economics of scale pushed
leading groups to form alliances that share infrastructure, affiliates,
and operational playbooks, improving resilience and reducing

the impact of individual takedowns. Shared services models not
only made cybercrime campaigns easier to deploy, but they also
created new challenges around identification and neutralization of
threats for defenders and law enforcement alike.

The DragonForce Cartel

DragonForce coordinated a cartel-style alliance with groups
including LockBit and Qilin, sharing infrastructure and affiliate
networks. Disrupted or declining operations, such as RansomHub,
were absorbed into the cartel, allowing attacks to continue under

new branding with minimal operational disruption.

BlackBasta’s Internal Structure

The Tip of the Iceberg:
Tracking Ransomware’s
Impact

Publicly disclosed cyber breaches
represent only a small portion of
actual incidents, largely because
most victims choose not to report
them. According to analyses of
law enforcement data, the FBI
estimates that only about 15% of
cybercrime is reported, meaning
most compromises remain invisible
to regulators, customers, and
security industry experts. This
reporting gap suggests that the
officially known data on breaches
understates both the frequency
and severity of attacks, obscuring
the full scope of threats that often
result in ransom payments and
operational disruption.

Reporting during the year revealed BlackBasta as a highly professionalized operation led by figures known

as “GG” (Oleg Nefedov) and “YY” (administrator). The group extorted over $100 million, reflecting a mature,

corporate-style extortion model with defined leadership and operational roles.

Critical Infrastructure Attacks are Back

Since the 2021 Colonial Pipeline and the 2022 Conti ransomware attack on Costa Rica, threat actors seemed

to have collectively shied away from high-profile critical infrastructure attacks in favor of smaller, less risky

opportunities. Threat actors were willing to try their luck once again against critical targets this year, with attacks

like the one on Apele Roméane in December 2025 (compromised roughly 1,000 systems), underscoring the

persistent vulnerability of legacy infrastructure environments and a willingness by threat actor groups to take on

more significant risk.

STRATEGIC INSIGHT FOR 2026

Ransomware cartels are expected to prioritize supply chain extortion, particularly by targeting managed

service providers (MSPs) to maximize downstream impact. In 2026, effective defense will hinge on blast-radius

containment, including segmentation, identity isolation, and rapid revocation of shared access, especially

across MSPs and critical infrastructure environments.

www.cynet.com
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INFOSTEALERS:
The Growing Initial
Access Engine

In 2025, infostealers emerged as the dominant vector for initial
access, effectively replacing traditional exploit-driven breaches
in many sectors. These tools have shifted from opportunistic
malware to highly specialized, industrialized platforms capable
of harvesting credentials, session tokens, and secrets at scale,

often without triggering conventional security controls.

Industrialization of Access

Variants such as XaXa and StealerX exemplify the
industrialization of credential theft:

= Automation at Scale: These stealers operate
with near-zero human intervention, extracting
credentials from browsers, password managers,
cloud CLI tools, and enterprise applications.

= Token Extraction over Passwords: By capturing
session tokens and OAuth credentials, attackers
bypass traditional authentication mechanisms,
including password-based MFA, enabling
immediate lateral movement.

= Rapid Deployment: Stealer variants are increasingly
distributed through phishing campaigns, malicious
archives, and compromised SaaS integrations,
allowing a single deployment to compromise
multiple environments simultaneously.

Global Expansion and Service Models

Infostealers are increasingly offered as
Stealer-as-a-Service, creating an on-demand,
subscription-style model for attackers.
Modern stealer offerings include token theft,
VPN credential harvesting, API key exfiltration,
and even automated lateral movement
capabilities, creating multi-layered attack
surfaces for organizations.

www.cynet.com

Ransomware-as-a-Service

Historically, RaaS functioned as a
franchise model: a core developer
group supplied ransomware
tooling, while semi-independent
affiliates handled intrusion, lateral
movement, and negotiation in
exchange for revenue sharing. This
model scaled quickly but remained
fragile, as individual brands and
operators were vulnerable to law-
enforcement disruption, affiliate

churn, and reputational damage.

Infrastructure-Targeted Attacks

Not all infostealers are generic. Some, like the
BBAVPN Stealer, demonstrate precision targeting:

= VPN and Remote Access Credentials: By
harvesting management credentials for corporate
VPNs and remote-access gateways, attackers gain
direct, legitimate entry into enterprise networks.

= Lateral Movement Facilitation: Once inside,
attackers can escalate privileges, deploy
additional payloads, and move across segmented
networks undetected.

= Persistent Access: These tools often install
secondary backdoors or inject stolen credentials
into automated scripts to maintain long-term
access.

STRATEGIC INSIGHT FOR 2026

The rise of infostealers shifts the defense focus from
endpoints alone to identity and session integrity. In
2026, organizations that fail to protect identities,
enforce hardware-based authentication, and monitor
session integrity will remain highly vulnerable, even if

traditional endpoint defenses are strong.

12
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Disruption Without Finality

VULNERABILITY PARADOX: e peleron RS

Eastwood, and Sentinel delivered

Lega Cy De bt M eetS massive blows to the cybercrime
I\/l Od ern Fra m eworks economy, reclaiming millions of

credentials and freezing illicit

The cyber landscape in 2025 revealed a striking dual-front funds, the victory is temporary.
crisis in vulnerability management. Attackers successfully The shutdown of BreachForums
exploited both long-neglected legacy systems and cutting-edge only led to the migration of
application frameworks, demonstrating that threats no longer actors to decentralized,

respect age or architecture. Organizations that assumed stability blockchain-based forums.

in older systems while chasing modern development security

controls faced disproportionate risk.

Weaponized Technical Debt

A clear example came in March 2025, when attackers exploited CVE-2021-35587 in Oracle Cloud environments,
four years after its initial disclosure. These systems had remained unpatched for over a decade, illustrating a
critical shift: technical debt is now weaponized.

Key observations from 2025:

Persistence of Legacy Amplification Through High-Value Data Targets
Exposure Automation Legacy systems often house the
Many enterprises-maintained Modern scanning and exploit- “crown jewels” of an organization
ERP, middleware, and network generation tools allowed --financial, HR, or operational
infrastructure were well past end- attackers to rapidly identify and data -- making even years-old
of-life, often because of perceived target exposed legacy systems, vulnerabilities extremely valuable.
operational risk or integration dramatically compressing the

complexity. Attackers leveraged time between discovery and

these assumptions to gain exploitation.

persistent footholds.

www.cynet.com 13
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The Big Four Vulnerabilities of 2025

While thousands of vulnerabilities were disclosed last year, four stood out for their real-world impact:

A critical remote code execution flaw in widely
adopted modern web frameworks. Its rapid
weaponization demonstrated how quickly attackers
can exploit even recently disclosed flaws, especially
when combined with Al-driven scanning and exploit
generation. Organizations saw attacks move from

zero to active compromise within hours of disclosure.

A vulnerability in web application firewalls, allowing
attackers to bypass edge security protections entirely.
This WAF bypass facilitated follow-on attacks against
internal applications, highlighting that tools designed
to protect modern environments can themselves
become the weakest link if not continuously updated
and monitored.

Exploited to gain privileged access to enterprise
ERP systems, this flaw reinforced the ongoing value
of targeting legacy platforms. Attackers could move
laterally and exfiltrate sensitive operational and
financial data, often without triggering traditional
detection mechanisms.

Exploited through malicious archives, this vulnerability
illustrated the continuing effectiveness of user-driven
exploitation. While not a remote code execution

flaw, it provided initial access vectors that bypassed
endpoint controls and leveraged social engineering,
underlining that human factors remain a persistent
attack surface.

Lessons Learned

In 2026, vulnerability management must evolve beyond volume-based patching and CVSS scoring.

Security teams will need to prioritize remediation based on exploitation likelihood and exposure,

using signals such as EPSS, observed in-the-wild activity, and internet reachability.

Organizations must treat unresolved technical debt as an active threat, not a backlog item. Legacy

systems should be isolated, segmented, or decommissioned wherever possible, while zero-day

response capabilities focus on rapid containment and enhanced prevention. In a world of record-

breaking CVE volume, resilience will be defined not by how many vulnerabilities are tracked, but by

how quickly the most exploitable ones are neutralized.

www.cynet.com
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The Strategic Outlook:

What Defines 20267

The cyber threat landscape in 2026 will be shaped less by novel attack techniques and more by the

industrialization and orchestration of existing ones. Threat actors are no longer experimenting; they are

optimizing. Three dynamics will define this next phase:

@ &

Al-Phishing:

Traditional “red flags” in emails will
disappear as Al perfects social
engineering lures.

Zombie Sessions:

Attackers will use token
manipulation to create “zombie”
cloud sessions that persist even
after a user logs out.

=

\

Cartel-Funded Research:

Expect ransomware cartels to use their
massive profits to purchase private zero-
day exploits, allowing them to maintain
access to high-value targets even as legacy
debt is cleared.

Al will enable attackers to generate hyper-realistic consent prompts, browser-native phishing, and fake CAPTCHA

workflows (often referred to as “ClickFix” attacks) that are contextually accurate, personalized, and difficult to

distinguish from legitimate user flows. As these techniques blend seamlessly into everyday SaaS and cloud

experiences, traditional phishing training and static awareness programs will lose effectiveness. The human layer

will no longer be the weakest link; it will be the most manipulated one.

Identity Orchestration Attacks

Attackers will move beyond stealing credentials and tokens
to manipulating identity workflows themselves. This includes
chaining OAuth abuse, token replay, session fixation, and MFA
fatigue into long-lived “zombie” cloud sessions that persist
across re-authentication events. In this model, identity is not
bypassed; it is abused as designed, eroding the protective
value of MFA without triggering obvious alerts.

This risk is compounded by the rapid explosion of non-human
identities (or NHIs, including service accounts, APl keys,
delegated authorizations, and persistent session tokens) and
by the cross-application access (XAA) exposures introduced
through widespread Al tool adoption. As organizations
integrate Al assistants, plugins, and automation frameworks,
they unintentionally expand trust boundaries across SaaS
platforms and cloud services, leading to cases like the August
2025 exploit of Salesforce instances via the Salesloft Drift
integration. For IT teams and MSPs, these shadow identities
and implicit trust relationships are often poorly inventoried,
lightly monitored, and rarely governed with the same rigor as
human users, widening identity exposure gaps that attackers
are increasingly positioned to exploit.

www.cynet.com

Industrialized Zero-Day Pipelines

As legacy systems are retired and patch hygiene improves,
ransomware cartels are shifting investment toward private
vulnerability research, exploit brokering, and industrialized
weaponization pipelines. This evolution increasingly includes
supply chain attacks at the code level, such as malicious
NPM package compromises, where trusted dependencies
are poisoned to achieve mass downstream access. Rather
than exploiting a single vulnerable organization, attackers
are targeting the software ecosystems developers rely on,
dramatically amplifying scale and impact.

Zero-day access will become a sustained competitive
advantage rather than a one-off opportunity. The result

will be shorter exploitation windows, fewer public disclosures,
and higher-impact intrusions that unfold before defenders
can react.

Together, these forces demand a fundamental shift in
defensive strategy, from prevention-first thinking to trust
revocation and response at machine speed.

15
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Cybersecurity Recommendations for 2026

For CISOs

Treat Identity as a Live Attack Surface, Not a Control Layer

Instrument identity systems for continuous behavioral monitoring, tracking session
creation, token reuse, abnormal consent grants, and privilege escalation in real time.

Treat identity telemetry with the same rigor as endpoint or network signals.

Move Beyond MFA Toward Session Integrity Enforcement

MFA alone is no longer sufficient. Validate session freshness, device posture, and access
context continuously.

Ensure persistent sessions are short-lived, revocable, and automatically invalidated upon
anomaly detection.

Replace Vulnerability Management with Exploitation Management

Pivot from CVSS-driven prioritization to exploitation-likelihood models that incorporate
threat intelligence, exposure, and real-world abuse.

The objective is not perfect patching; it is preventing attackers from operationalizing
access.

Pre-Authorize Disruptive Response Actions

In a zero-day environment, hesitation is risk. Secure executive and board-level alignment
in advance for actions such as forced logouts, credential resets, access revocation, and
temporary service disruption when high-confidence threats emerge.

Assume Trusted Third Parties Will Fail

Model cloud providers, SaaS platforms, and MSPs as potential breach vectors.

Make architectural decisions that limit third-party blast radius, enforce least privilege by
default, and enable rapid trust withdrawal without business paralysis.

www.cynet.com




For MSPs

Engineer Tenant Isolation as a Core Business Requirement

Eliminate shared identity, tooling, and administrative planes across customers.

Ensure that every client environment is logically and operationally isolated to prevent
cascade compromise.

Where possible, eliminate legacy tool sprawl consolidate solutions to ensure threats are
identified and remediated quickly and comprehensively.

Harden and Monitor the Management Plane Relentlessly

RMM, identity, backup, and automation platforms are now primary targets. Deploy
continuous monitoring for anomalous operator behavior, APl abuse, token misuse, and
automation drift—especially within your own tooling.

Audit security tech stacks and mitigate risk by replacing legacy tools that offer limited
visibility into client environments.

Adopt Zero-Trust Access for Operators and Automation

Subject human administrators and automated processesto the same identity scrutiny as
end users.

Hardware-backed MFA, just-in-time access, and strict session controls are non-negotiable.
Redefine Incident Response Contracts and Expectations

Clearly define when and how customer access will be revoked during an incident, even if
it disrupts service.

Transparent communication and contractual clarity are prerequisites for decisive response.
Prepare for Regulatory and Reputational Exposure

Supply-chain incidents increasingly trigger regulatory action and mass customer churn.
Maintain documented response playbooks, audit trails, and evidence of least-privilege
enforcement to withstand scrutiny after an event.
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Conclusion

The defining challenge of 2026 will not be detecting intrusions; it will be
deciding how fast to act when certainty is incomplete. Al-driven deception,
identity orchestration attacks, and industrialized zero-day pipelines have
collapsed the margin for delay. Organizations that rely on static controls,
implicit trust, and manual response will fall behind adversaries that operate
with speed, automation, and economic discipline.

The winners in this next phase will be CISOs and MSPs who design their
environments for failure, assume compromise, and prioritize the ability to

revoke trust (identities, sessions, tokens, and access paths) at machine speed.

In 2026, resilience will not be measured by how well organizations prevent
attacks, but by how quickly they can invalidate access before attackers can
turn it into impact.
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